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Organization have been hacked.

Do you know who did it?

Do you know what was taken?

Do you know where they came from?

Ultimately, Can you stop the bleeding?
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99% of hacking accidents caused damage within 3 days, and 85% of 

accidents leaked data.

It took an average of 99 days to recognize a hacking accident, of which 85% took more than 14 days.
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Problems and challenges with current security landscape
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It is impossible to prevent attackers from intruding 100%.

アタックサーフェス
サイバー攻撃の対象となりうるIT資産や攻撃経路

Rogue log in to specific ports
(RDP, WinRM, SMB)

Fishing

VPN via equipment
Unauthorized log in

Terminal

External
Public 
Terminal

E-mail

VPN 

In-house 
terminal

Insider 
Threat

Attack Surface
IT assets and attack paths that could be targeted by cyberattacks

FirewallAttacker

Personal PC Infection
Social Engineering
(eg. Support Fraud)

Internal 
Collapse
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Many companies face the challenge of "post-intrusion detection."

Initial Intrusion Internal Activity Execution

Investigation

Weaponization

Delivery

Encryption

Data Extraction

Sandbox

Execution Internal 
Investigation

Horizontal Expansion

Security Gap
Fail to know what is happening in the internal 

network
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Differentiation with Full Packet Capture-based traffic total inspection

Network Traffic Analytics Network Detection and

Response
Intrusion Detection System

Intrusion Prevention System

• Known Attack Focused

• Over Detection and False Positive Issues

Evolution of technology

1 2 3

• Threat Visibility Focused

• Abnormal Behavior Detection

• Required investigation for every detection 

• Threat Visibility and Hunting Focused 

• Abnormal Behavior Detection

• Full Packet Capture-based Traffic Full Inspection

• Rebuilding Files, Contents and Sessions

• Reducing MTTD and MTTR
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Evolving Customer Adoption Trends in the NDR Market

(Gartner Report : Top Use Case of NDR, 2023)
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Providing evidence to answer for “what, 
why, when, where, who, and how”

Full packet-based NDR help  detect, analyze, and 
investigate potential security threats or breaches. 
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１．Threat Visualization

100% full packet capture

３．Packet Reconstruction

55 search criteria

２．High Speed Analysis by Pattern

High-speed search 
is provided through 
pattern-based 
indexing 
technology.

quick search

(Patent : 10-2019-0073261)

Search 
Criteria

statistical data

Search by 25 
header/meta/session 
conditions and 30 
Web meta 
conditions.

Collects and searches 
for traffic per session 
byte and various 
statistical data 
including source, 
country/region, 
destination and port.

Fast search capabilities allow for the 
restoration of the user interface based on 
packet details

Visualizing past threats and potential 
threats chronologically, mapping out 
attack methods

9.14 06:49:55
Scan Activity

9.14 06:52:20
Logged in to RDP 
(Remote Desktop 
Protocol).

9.14 06:54:12
Executable File
Downloaded

9.14 07:36:23
Session Established

Reconstruct packets in full stream for 
conducting regression analysis

Detailed Packet
Analyzer

C
o

nten
t Extractio

n
C

o
nten

t Extractio
n

Extract past content through 
packet reconstruction

Flow Info.

Network 
Handshake

Metadata

Request/Respo
nse

HEX
Restoring Web 

Screen

File Extraction

Packet Isolation PCAP download
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Network Blackbox Monitoring Traffic Monitoring: Connection Pattern1

Traffic Monitoring and Malicious File Check2

Traffic Monitoring: Connection Pattern3

1

1

2

2

3

3

A. Pattern analysis of connections from maintenance contractors to servers:
-Existence of server connection time patterns
-Presence of connection history during work hours and after hours
-Presence of file uploads via SSH

A. Existence of records indicating multiple sessions connecting to 
unspecified URLs
B. Utilization in intrusion incident analysis (possible extraction of malicious 
code files):
-Difficulty in collecting malicious code by EDR and other security solutions
-Recent malicious codes perform self-deletion after execution, deleting the 
original file

A. Analysis of connection patterns to servers:
-Monitoring of server-to-server session packets
-Presence of history indicating access to target servers from multiple PCs

Spear Phishing Mail

Additional Malic ious Code Download

Internal Propagation

Internal Network

Employee PCPMS ServerInternal ServerInternal ServerMaintenance Company

C2 Server

Hacker

Solution Admin PC Server

APT Attack
Additional Malic ious Code 

Download

Internal 
Network

Target
Connect

Supplier

Update Server
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Network Blackbox- Detection
Comprehensive Cyber Threat Detection: From Known and Unknown Threats to Anomalous Behaviors and Multi-Stage Attack Scenarios

Anomaly Detection Threat Detection

Abnormal Behavior Detection Scenario-based Detection
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Network Blackbox- Detection
Threat Detection: Utilizing approximately 50,000 Snort 3 threat detection rules to detect threats in real-time networks.

Threat Rule

Source IP, Dest IP
Detailed Traffic 

Information

Click!!

Packet 
Analysis
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Network Blackbox- Detection
Menu : Detection → Threat Detection → Packet Analysis → VIEW

PCAP 
Download
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Network Blackbox- Detection
Abnormal Session Detection: Detects approximately 190 abnormal sessions and provides the ability to create custom rules tailored to the 
client's situation

Abnormal Session 
Detection

Source IP, Dest IP
Detailed Traffic 

Info

Click!!

Packet 
Analysis
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Network Blackbox- Detection

PCAP file 
downlaod
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Network Blackbox- Hunting
TTP-based hunting: Visualizing threat detection based on Attack Tactics, Techniques, and Procedures (TTPs), utilizing MITRE 
ATT&CK Matrix for dashboard and drill-down analysis.

Tactics

TH-rules (Threat Group)

Techniques
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Network Blackbox- Hunting
Visualization of threat detection based on Attack Tactics, Techniques, and Procedures (TTPs), utilizing MITRE ATT&CK Matrix for 
dashboard and drill-down analysis.

Detected IP per Threat
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설명
• Through the MITRE ATT&CK analysis 

feature, security personnel analyze 

what tools and tactics, techniques, 

and procedures (TTPs) attackers used.

• Using the MITRE ATT&CK Matrix, 

security personnel can accurately 

understand the threats that have 

occurred and provide faster 

responses than before.

• This feature is currently undergoing 

enhancement as part of the product 

roadmap to provide convenience in 

analysis in the future, including 

various functionalities such as 

ADVANCE FILTER/VISUALIZE.

TTPs based SMB Attack 
Detection 

Network Blackbox- Hunting
After observing real cyber attack cases, analyze the attack methods and techniques used by attackers from a malicious behavior 
and technical perspective.
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Network Blackbox- Forensic
Content Search: Provides the original packets for analysis and the restored screen through the content body and rendering, classified by 
content category.

Content Category

Click!!
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Forensic : Contents Search - Gmail
Full Packet Stream Rebuilding & Content Analysis: Restoration, Classification, and High-Speed Search Functionality



22© 2025  Quad Miners and/o r i ts affil iat es. Al l r ights reserved Co nfident ial 

What is SIEM solution? SIEM stands for security, 
information, and event 
management. SIEM 
tools aggregate log data, security 
alerts, and events into a 
centralized platform to provide 
real-time analysis for security 
monitoring.
Security operation centers (SOCs) 
invest in SIEM software to 
streamline visibility of log 
data across the organization’s 
environments, automate security 
workflows, detect and respond to 
cyberthreats, and 
adhere to compliance mandates.

Network Blackbox- Forensic
Network Blackbox- Forensic

https://logrhythm.com/solutions/security/siem/
https://logrhythm.com/solutions/security/siem/
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Forensic : File Extraction
Full Packet Stream Rebuilding & Content Analysis: Restoration, Classification, and High-Speed Search Functionality
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File Integrated 
Quarantine

AMS

1. Transfer File Hash

2. Transmission of dynamic 
analysis results,

or a request for a file

3. File Transfer

4. Submit analysis results 
and reports

Targeted Attack 
Detection
Solution

（Sandbox） Multi-scan of malicious files

SOC Platform

SOC Analyst

User PC & Server with EDREDR Management

Network Security System

2. Threat Events (Syslog)

4. Query Payload and Metadata

Malicious file 
analysis

6. Analysis of malicious 
files

5. Analysis results and
Malicious File Transfer

NX 7400

6. Analysis of malignant 
files

7. Additional Analysis

9. Isolation, etc

8. 
Respon

se

5. Response and 
Isolation

- Correction of false 
positive rules

- Blocking rules3. Additional analysis

IPS FW WAF

Sensor
(Active)

Network Blackbox

Sensor
(Standby)

Management

Nodes

1. Threat Detection

Malignant file scanning 
and repair process

Threat detection and 
remediation process

Network Blackbox- Response (3rd-party Integration)
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Response : Actionable Response
Integration and compatibility with various third-party solutions through internal Syslog, Rest API and third-party API-based development

3rd party RESTful API3Network Blackbox  RESTful APINetwork Blackbox  Syslog1

XDR

SIEM

Syslog
Server

• Transmitted in the form of CEF 

(Common Event Format) Syslog.

• Simultaneous transmission

to multiple destinations

• Selective transmission by Syslog type

• Syslog type 

✓ System log 

✓ Detection log 

✓ Meta log 

• Integrate self-provided RESTful API from 3rd party solutions

• Support for searching, retrieving, and transmitting various 

types of data stored within it. 

• Support API  

✓ Session inquiry

✓ Content inquiry

(including files)

3rd Party Solution

RESTful API

Database Connector

APIs

• Network Blackbox function 

development based on various APIs and 

integration methods provided by 3rd 

parties

• Recommended integration method 

when mutual operation is required

• Additional costs are required depending 

on the scope of development.

✓ Detailed packet inquiry

✓ Detection rule inquiry

✓ Audit log

✓ Session log 

2

Client Application 

Manager Node
HTTP

HTTP

HTTP / 
REST

3rd Party EDR

Authentication & Authorization
( Token)

REST API Web GUI

3rd Party SOAR

Interface

SOC Portal
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Deployment

Traffic 
Mirror

Internet

Router

Firewall

TAP

Switch

Internal Network DMZ DB

SSL/TLS decoder

• No need to install programs (agents) on your PC.

• No effect on the network because of packet mirroring.

Quick deployment / No effect on system

• Mirrors and stores the decrypted packets from the 

device when there is a decryption proxy device .

Decryption Proxy Device Integration
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Architecture

Traffic

NIC

Sensor
Module

Packet collection
Threat Analysis Engine

Node
Module

Packet data storage
Index and content parsing

Management
Module

User UI 
Index database

Packet Search and Analysis

Network Blackbox
AIO Model

All In One Expanded

90TB ~ 120TB

Management

Sensor

Node 1 Node 2 Node 3 Node 4 Node 5

Distributed storage

90TB ~ 120TB

Traffic
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Quad Miners Other NDRs

VS

Why Quad Miners use Full Packet for its NDR

Full Packet (Flow data & Metadata + Payload) Flow data & Metadata 

Quad Miners vs Other NDRs



29© 2025  Quad Miners and/o r i ts affil iat es. Al l r ights reserved Co nfident ial 

The need for next-generation AI network security technology

NDR Essential Functional Requirements

Collection & Analysis of 
Full Packet Data

Full Packet

Create a Baseline for 
Normal Behavior

Improvement of learning accuracy based on 
supervised learning and generation of criteria 
suitable for customer environment

Number of 
concurrent 

flows

Time of day
Bits per 
second

Packet 
per second

Number of 
SYNs sent

New flows 
created

Number of 
SYNs received

Rate of 
connection 

resets

Duration 
of the flow

~100 Security Events

Alerts for Abnormal Signs and 
Behavior Changes

Threshold

Analyze abnormal 
behaviors on users

Internal -> External Behavior

Quad Miners
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Next Generation Security Operation 

Incident Log 
Only

What, When, 
Who, Where, 
How

Difficulty
defining & responding
to all threat scenarios

Existing integrated log collection and analysis Using Network or Cloud Blackbox as NDR

Security 
Solution

SIEM Flow-based 
NTA

Deep Packet 
Inspection

Rule-based
Threat Detection

Contents Extract 
& Analysis

Supervised ML 
based Detection

Lack of Raw Packet analysis
Absence of analysis system

Limitations of legacy security operation VS
Detection

At 20:30 on May 12, 2021, 

it seems that a person is 

staying  in front of the door. 

Make sure there are

no problems

Response Response

At 2021.05.12 20:30, 

a thief is trying 

to open the door.

Send a guard and

catch the thief

Detection/ Analysis

Generate
events

Limited 
Correlation 

Analysis

Provide 
visibility only

False Positives and Required additional
analysis with direct access to target devices

Packet
Stream

Confident Evidences Actionable Response

Limitation of the scope
of analysis

Next Generation Security Operation 

Why Quad Miners NDR?
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Ministry of 
National Defense Army

Air Force ROKMC

Navy

정보사령부 777사령부

사이버사령부

작전사령
부

National Defense (12) Financial Group (16) Public (19)

INDONESIAMALAYSIA

Global / Enterprise (22)

Confidential

Where you can fine the Buyers

Standard cybersecurity solutions from global companies, domestic and foreign conglomerates, government agencies, and the 

Ministry of Defense.

Information Institutions, Public Institutions, Financial Institutions, Large Enterprises, Global Institutions (42 clients)
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https://www.youtube.com/watch?v=BDN7P1jvTSE
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Full Packet Data can but Metadata can’t
Capability Full Packet Data Can Metadata Can Not

Deep Packet 
Inspection 
(DPI)

Analyze packet contents deeply through DPI to 
identify specific patterns or malicious 
behaviors used by attackers.

Metadata provides information about the 
structure and flow of network traffic but 
doesn't include the actual content within the 
packets.

Payload 
Analysis

Examining the actual data within the packets, 
such as application-layer content (e.g., HTTP 
requests, email contents, file transfers).

Metadata doesn't contain the application data 
being transmitted. Only full packet data allows 
for the inspection of the payload.

Forensic 
Investigations

Reconstructing entire communication sessions 
to trace an attack's progression, understand 
how it was executed, and determine what data 
was accessed or exfiltrated.

Metadata can show when and where 
communication occurred, but it can't provide 
the specific content of the communication.

Content 
Filtering

Scanning specific content within the packet 
payloads for keywords, patterns, or signatures 
associated with threats (e.g., command-and-
control instructions, malicious scripts).

Metadata lacks the actual data content, so it 
cannot filter or scan for specific words or 
patterns within the transmitted data.
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