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Organization have been hacked.

Do you know who did it?

Do you know what was taken?

Do you know where they came from?

Ultimately, Can you stop the bleeding?
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99% of hacking accidents caused damage Within 3 days, and 85% of
accidents leaked data.

Observation Approach Attack Attack | Delete Information Goal Information
target analysis  setting Start | tracks acquisition] achievement leakage
Attacker
Attacker defenselesstime

Average 99 days
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Physical Threat Defense  Attack Monitoring Attack Impact System Eesponse Restore

security analysis analysis prediction control recognition analysis action

Security
Manager

It took an average of 99 days to recognize a hacking accident, of which 85% took more than 14 days.
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Problems and challenges with current security landscape

Today, hundreds of security solutions are operated by a few SOC analysts. It is very difficult to respond to
alerts with speed and scale.

Firewall

IPS

»
(-
SOC Analyst Malware

Investigator

IT Audit

Quad Miners



It is impossible to prevent attackers from intruding 100%.

As the attack surface grows, it's essential to prioritize security awareness and strengthen measures based
on the assumption of intrusion.
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Many companies face the challenge of "post-intrusion detection."

After breaching perimeter defenses, the only means of detecting threats that have intruded internally is
through endpoint security. The key is to detect and respond to lurking threats before they execute their
objectives.

Initial Intrusion

Investigation

Weaponization

Delivery

Internal Activity

Internal
Investigation

Execution

Horizontal Expansion

Execution

Encryption

i Data Extraction

Security Gap
Fail to know what is happening in the internal
network
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Differentiation with Full Packet Capture-based traffic total inspection

Required NDR as new technology for ensuring treat visibility and evidence to provide active response

Evolution of technology
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Intrusion Detection System Network Traffic Analytics Network Detection and
Intrusion Prevention System Response
: : a1aa SRC IP 10.1.8.3 - It AN
Monitored Environment m 10.1.8.3 DEST [P 21193311 B = \% @ I 080:
] L SRC PORT 471321 : PFlow  Application ~ Metadata  GeolP  Device St et
Signature _\ DEST PORT 443
IDS/IPS Database Switches \\‘ INTERFACE Gi0/0/0 -
...... o TOS 0x00 Packet - Sy (B
N E PROTOCOL xe sue \ . E Capimm
Py b EMail  NoticeBoard NS Trzr;:ta:m" Translation Reproduction
= NTA NEXT HOP 172.168.25.1 !
Routers PACKETS/BYTES 23/1382
mail.abc.com TIME STAMP 10:32:56.089 0 &bﬁ clqoj
Yes 21233112 Meta Data App Name HTTP HTML POST Files Transacton aten
Internet Rendering  Communica tion History
Meta Data HTTP/1.1 200 OK
Meta Data Host: mail.abc.com
* Known Attack Focused * Threat Visibility Focused  Threat Visibility and Hunting Focused
» Over Detection and False Positive Issues * Abnormal Behavior Detection * Abnormal Behavior Detection
* Required investigation for every detection * Full Packet Capture-based Traffic Full Inspection
* Rebuilding Files, Contents and Sessions
* Reducing MTTD and MTTR
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Evolving Customer Adoption Trends in the NDR Market

When buyers evaluate NDR, IR (Hunting & Forensic) functionality is where the time is spent.

Three Mandatory NDR Use Cases

1.2%
Other

39.9%
Detection

(Gartner Report : Top Use Case of NDR, 2023)
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N\ | NETWORK

Full packet-based NDR help detect, analyze, and
\ BL. ALK BD X investigate potential security threats or breaches.
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IP Flow Application  Metadata GeolP Device

XN B B @ o

E-mail MNotice Board SNS Transaction Translation
History
[ ]
= O e
HTML POST Files Transaction
Rendering Communication History

Q

Actively Providing evidence to answer for
find § @ i “what why, when, where, who, and how"
A Proactively 50+ Contents Reproduction

hunt

Abnormal ! H E-Mail | Gmail, Yahoo, Naver ...

Behavior § & :

i Board | Gitlab, Atlassian ...
@ i Identifying ,

Threat Unknown Translation | Google, BING ...

= @ Search |  Google, ChatGPT ...
Identifying Messenger | Slack, Private MSG ...
Anomaly Ongoing i

non-remediated

a threats
100+ File Extraction (Up/Down)

Compliance i
Violation Weab, Document, Image, Exe, Zip, Video, Audig, ...

Manages incidents, coordinating
efforts, and tracking progress.

Integrates with 3rd party for
enhanced response capabilities.

Uses threat intelligence for
context and decision-making
during an attack.

Proposes preventive measures
post=incident to avoid future
attacks.
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100% full packet capture

Aiming for security based on deterministic evidence that can be explained (Xsec, eXplainable Security).

Visualizing past threats and potential
threats chronologically, mapping out
attack methods

9.14 06:49:55
Scan Activity

9.14 06:52:20
Logged in to RDP
(Remote Desktop
Protocol).

g

9.14 06:54:12
Executable File
Downloaded

9.1407:36:23
Session Established
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Fast search capabilities allow for the
restoration of the user interface based on

packet details

55 search criteria

quick search
High-speed search
is provided through
pattern-based
indexing
technology.

(Patent: 10-2019-0073261)
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Network BlaCkbOX Monitoring o Traffic Monitoring: Connection Pattern

A. Pattern analysis of connections from maintenance contractors to servers:
-Existence of server connection time patterns
-Presence of connection history during work hours and after hours
) -Presence of file uploads via SSH
Y : . . . :
:/\: Traffic Monitoring and Malicious File Check

A. Existence of records indicating multiple sessions connecting to
e Additional Malicious Code Download unspeciﬁed URLs
Spear Phishing Mail il Meimes B. Utilization in intrusion incident analysis (possible extraction of malicious
5 9 (2 code files):

v . . . . . . . .
— v Internal Propagation "Dﬂ:.iiﬂf;iﬂaiﬂ'eﬂft |;] -Difficulty |r|1 coIIectlndg mallc]lous cocilf:yl EDR anfctj other securltzI slolutlon:]
o|oool e Ce) ) -Recent malicious codes perform self-deletion after execution, deleting the

E il L > 5 > & :: -®9% original file P ' :

© Trattic Monitoring: Connection Patterr

A. Analysis of connection patterns to servers:

-Monitoring of server-to-server session packets
-Presence of history indicating access to target servers from multiple PCs

i

APT Attack Additional Malicious Code
Download
Internal ) Target L
Supplier Attack Attempt EE-EE Network ') ——— Connect L)
E—I=-—] M T —
0 == o " 1 o =

E(

g | «a» e
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Network Blackbox- Detection

Comprehensive Cyber Threat Detection: From Known and Unknown Threats to Anomalous Behaviors and Multi-Stage Attack Scenarios

Anomaly Detection (@saesinc ) (@t o Threat Detection

& Network Group
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e - I e o
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Thu 20 July
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Network Blackbox- Detection

Threat Detection: Utilizing approximately 50,000 Snort 3 threat detection rules to detect threats in real-time networks.

— <
Q :EI‘gKnERgx # Dashboard # Hunting @ Forensics " Response 9: Q
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Network Blackbox- Detection
Menu : Detection — Threat Detection — Packet Analysis — VIEW
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04000060 55 00 04
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300000 BE 74 69 63 61 74 B5 64 00 04 43 BF BE 74 65 BE ntilcated. . Conten
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Network Blackbox- Detection

Albnormal Session Detection: Detects approximately 190 abnormal sessions and provides the ability to create custom rules tailored to the
client's situation

= (%)
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Network Blackbox- Detection

REQUEST f RESPONSE METADATA

Hash 192 168.103.173
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Network Blackbox- Hunting

TTP-based hunting

ATT&CK Matrix for dashboard and drill-down analysis.
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Network Blackbox- Hunting

Visualization of threat detection based on Attack Tactics, Techniques, and Procedures (TTPs), utilizing MITRE ATT&CK Matrix for
dashboard and drill-down analysis.

Devices
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Network Blackbox- Hunting

After observing real cyber attack cases, analyze the attack methods and techniques used by attackers from a malicious behavior

and technical perspective.
I * Through the MITRE ATT&CK analysis

ke feature, security personnel analyze

425 getected Rty . .
i 120 e what tools and tactics, techniques,
Public application
exploits

and procedures (TTPs) attackers used.

439 detected

Using the MITRE ATT&CK Matrix,
security personnel can accurately

- understand the threats that have
TTPs based SMB Attack .
Detection g occurred and provide faster

responses than before.

This feature is currently undergoing
enhancement as part of the product
roadmap to provide convenience in
analysis in the future, including
various functionalities such as
ADVANCE FILTER/VISUALIZE.

Pratocd Tunneling

4137 detected
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Network Blackbox- Forensic

Content Search: Provides the original packets for analysis and the restored screen through the content body and rendering, classified by
content category.
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Forensic : Contents Search - Gmail
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Overall
General

2023-06-05 Web Mail - Mail - HTTP - google - 72 -2 H&
Yahoo 15:22:17 @ 192.168.30.103:15141 — 142.250.207.101:443
Naver < From &84 (sgim49235@gmail com)
Daum L To19 1Y
Bizmeka

- 72-HY
1522117 & 192.168.30.103:15141 — 142.250.207.101:443

LINE WORKS

* google — From &84 (sgim49235@gmail.com)
SMTP HTo191Y
POP3
Outlook Live Web Mail - Mail - HTTP - google - 72 - M2 Ha
Nate 15:22:17 @ 192.168.30.103:15141 — 142.250.207.101:443 A
kakao - From @411 (sgim49235@gmail.com)
LTo19 1Y
Output
*) Overall

[Brisbane, Australia CNN —
Pol

with Error
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Network Blackbox- Forensic

\\ gf;\g"("gax ® Dashboard & Detection of Hunting ¥ Response (9:43) :*‘kf n?, w:ﬂ Q? ° e m:
Mai Board Translate Memo Note Messenger Cloud &) 2023-05-0100:00 - 2023-06-30 23:59 (61days)
1 (oo [EEEED
Applications 2023-06-15 Unknown - Search - HTTP - ChatGPT - ChatGPT Search Host  chat.openai.com
Overall 14:36:26 a 192.168.30.103:23641 104.18.2.161:443 == SourcelP 192.168.3(
vahoo Host: chat.openai.com Destination IP  104.18.3.161
Naver Delivery time 2023-06-08 13:12:10
Daum 2023-06-15 Unknown - Search - HTTP - ChatGPT - ChatGPT Search (_
osle 14:25:10 @ 192.168.30.103:23314 —> 104.18.3.161:443 &= b Request L, Response
£006 Host: chat.openai.com What is SIEM solution? SIEM stands for security,
BING 3 information, and event
Nate R i R management. SIEM
Zum 2023-06-09 Unknown - Search - H ~_—_:._-'.3'_;—' - ChatGPT Search ~ tools aggregate log data, security
15:33:54 8 192.168.30.103:65024 104.18.3.161:443 = alerts. and events into a
EZHey FOSB L pE e BT centralized platform to provide
Bard real-time analysis for security
2023-06-08 : TTP - ChatGPT - ChatGPT Search monitoring.
2023-06-08 Unknown - Search - HTTP - ChatGPT - . .
Output ; R : e Security operation centers (SOCs)
13:12:10 @ 192.168.30.102:32239 104.18.3.161:443 = invest in SIEM Software to
Overall Host: chat.openai.com L
streamline visibility of log
with Error SHHOI| AL ok HEEHOLT| AL

data across the organization’s
environments, automate security
workflows, detect and respond to
cyberthreats, and

adhere to compliance mandates.

13:12:10 192.168.30.102
Host:
SIEM £2440]| fof? SIEMZ2 E2F
2023-06-07 Unknown - Search - HTTP - ChatGPT - ChatGPT Search
13:29:31 a 192.168.30.103:39/18 104.18.2.161:443
Host: chat.openai.com
p2oig| CHESHMIR!

(II.ICIH H'-Hﬁl'-.*i © 2025 Quad Miners and/orits affiliates. All rights reserved 22 Confidential
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https://logrhythm.com/solutions/security/siem/
https://logrhythm.com/solutions/security/siem/

Forensic : File Extraction

2023-07-10
18:16:15

2023-07-07
12:58:41

2023-06-26
14:29:22

2023-06-26
14:29:13

2023-06-26
14:28:57

2023-06-26
14:24:25

ds Upload
Mail - HTTP - Nate - nate.com(mail} - Upload file

8 192.168.30.102:60231
~$117.53.114.12:443 KA
& Upload
Mail - HTTP - google - google.com({mail) - Uploa---
@ 192.168.30.102:52017
—142.250.207.101:443

ol Download

Mote - HTTP - evernote - Evernote - Download file
@ 192.168.30.102:21547
—523.40.45.134:443 KA
o Download
Mote - HTTP - evernote - Evernote - Download file
@ 192.168.30.103:47761
—23.40.45.134:443 KA
& Upload
Board - HTTP - evernote - 7= - APl 2 283 Y2C
& 192.168.30.102:21537
—34.64.4.80:443 ==
o Download
Cloud - HTTP - OneDrive - One drive - I} CI22E

& 197 1A2 2N 147700

“l.lﬂd HI'HEI‘S © 2025 Quad Miners and/orits affiliates. All rights reserved

mail3.nate.com

A-3-1.ppt

md5: abe2d735ef5d9876226ae763b173530b

sha256: e9f5fa0d0e013131cbe85e406a1d7bf5078c8595f1b9d0960e8406bb134abfdc

mail.google.com

134.jpg

md5: 65f118368877e3f22d2e933bb0Obd038f

sha256: 31fcf13a1e1bfd84cffba9c6b39b14270bcael3b7f67a13b2e732e/ce92a4a92

www.evernote.com

putty-64bit-0.77-installer.zip

md5: 9ecd00e61351da0cé634eb3692c4a5a66

sha256: 497a0f09d2872dbc7ba11b921935be176deee51029c22c96de0df510aa7322fb

www.evernote.com

putty-64bit-0.77-installer.zip

md5: 9ecd00e61351da0cé634eb3692c4a5ab6

sha256: 497a0f09d2872dbc7ba11b921935be176deee51029c22c96de0df510aa7322fb

storage.googleapis.com

default.nbb

md5: 9ecd00e61351dalc634eb3692c4a5ab6

sha256: 497a0f09d2872dbc7ba11b921935be176deee51029c22c96de0df510aa7322fb

quadminers-my.sharepoint.com
EAMEAM_NDR_EHME 2 xIsx;filename="XMHE A_NDR_ZH24= xlsx"
md5: 9705251a56928213687cd7dc7779cSca

23
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Network Blackbox- Response (3rd-party Integration)

Linking NBB with targeted attack detection solution to speed up the response times.

Network Blackbox

Sensor
(Active)

1. Transfer File Hash

File Integrated
Quarantine

2. Transmission of dynam
analysis results,
or a request for a file

3. File Transfer

Sensor
(Standby)

Quad Miners o 2025

Quad Miners and/orits affiliates

1. Threat Detection

L

Nodes

Management

ghts reserved

>
d

Targeted Attack
Detection
> Solution

_A. Submit analysis results

(Sandbox)

- and reports

5. Analysis results and
Malicious File Transfer

Malicious file
analysis

6. Analysis of malicious
.

- 5

2. Threat Events (Syslog)

—]

/ 6. Analysis of malignant

)
> @ & <OFireEye

EDR Management

files

4. Query Payload and Metadata TI

24

P o o e e e e e e e ey

_ Malignant file scanning

and repair process

Threat detection and
remediation process

-~ Multi-scan of malicious files

W || |

User PC & Server with EDR

9. Isolation, etc

8.
R|

* Network Security System
A dditional Analysis 2 (¢

SOC Platform \ e

5. Response and 2
N Isolation IPS FW WAF

SOC Analvst - Correction of false
y positive rules
3. Additional analysis - Blocking rules
Confidential



Integration and compatibility with various third-party solutions through internal Syslog, Rest APl and third-party APIl-based development

Network Blackbox Syslog

» Transmitted in the form of CEF
(Common Event Format) Syslog.

« Simultaneous transmission
to multiple destinations

« Selective transmission by Syslog type

- Syslog type

v' System log v Audit |
v" Detection log ! 't_ 08
v Meta log v" Session log

N] NETWORK =5
NN BLACKBOX ‘ SIEM

Syslog
Server

Quad Miners o

2 Network Blackbox RESTful API

* Integrate self-provided RESTful API from 3rd party solutions

» Support for searching, retrieving, and transmitting various
types of data stored within it.

 Support API

v Session inquiry
v' Content inquiry
(including files)

v' Detailed packet inquiry
v" Detection rule inquiry

—.)— Interface

Authentication & Authorization
( Token)

N\ NETWORK
AN BLACKBOX

Manager Node

E HTTP
-
REST API Web GUI E S0C Portal

31 Party SOAR

3 3 party RESTful API

* Network Blackbox function
development based on various APls and
integration methods provided by 3rd
parties

¢ Recommended integration method
when mutual operation is required

» Additional costs are required depending
on the scope of development.

N]NETWORK
NN BLACKBOX

| |

3rd Party Solution
RESTful API

Database Connector

APIs

Confidential




Deployment

Router

Firewall

SSL/TLS decoder "~..~.

TAP

Traffic

Switch

.

Internal Network DMZ

Quad Miners

Mirror

DB

N]NETWORK

NN BLACKBOX

Quick deployment / No effect on system

« No need to install programs (agents) on your PC.

« No effect on the network because of packet mirroring.

0 Decryption Proxy Device Integration

Mirrors and stores the decrypted packets from the
device when there is a decryption proxy device .



Architecture

—

Network Blackbox
AlO Model

.......................

Sensor : \
Module @ Sensor

Packet collection
Threat Analysis Engine

Distributed storage

Node :
Module :
Packet data storage :

Index and content parsing Node 1 Node 2 Node 3 Node 4 Node 5

90TB ~ 120TB

Management

Module User Ul
Index database ;
Packet Search and Analysis !

Management
All In One Expanded

Quad Miners



Quad Miners vs Other NDRs

Why Quad Miners use Full Packet for its NDR

Quad Miners Other NDRs

b @@ b LK @

IP Flow Application Metadata Geo IP Device IP Flow Metadata Geo IP

E B8 © o

VS

Notice Board SNS Transaction Translation
History

o

HTML POST Files Transaction
Rendering Communication History

Full Packet (Flow data & Metadata + Payload) Flow data & Metadata

Quad Miners © 2025 Quad Miners and/orits affiliates. All rights reservec 28 Confidential



The need for next-generation Al network security technology

Listed as the first and only Korean Vender in the NDR sector for next-generation network security
technology for 5 consecutive years

NDR Essential Functional Requirements

Emerging Tech: 3 Priorities for Hybrid Network
IPS Network No No Yes No Some YES No Detection and Response Platforms

Segment Observations o > Detection Hunting Forensics Respond UL

Modeling Anomalies Cases

7 Movernber 2024 - ID GO0815058 - 15 min read
NPMD Network No Some No Yes Some No Yes

By: Charanpal Bhogal, Thomas Lintemuth, Mahim Fazal
Initiatives:Emerging Technologies and Trends Impact on Products and Services

SIEM ¥ Logs and alerts No Some Some YES No Some Yes

MDR products are evolving because the attack surface has
EDR Endpoint YES Some YES YES Some Yes Yes

expanded, but buyers struggle to differentiate between vendors. To
remain competitive, product leaders must use Al technigues

extend coverage to OT, loT and cloud environments, and improve
Collection & Analysis of Create a Baseline for Alerts for Abnormal Signs and ntegration with other security products
Full Packet Data Normal Behavior Behavior Changes

MNetWitnes
~100 Security Events ness

Analyze abnormal M
————— Number of - extRay Al
4_' »' Eli concurre nt New flows Number of behaviors on users
l created SYNs received )
ows Threshold Plixer
;Ii D P > UV E—
— . ate o
Packet Number of . - H
+----- > per second SYNs sent co:;:ecttslon Quad Miners Q u a d I\/l I n e rS
D P > . 5 . ¢
its per ] uration angror
. €« ---—- > ;Ii second Uit @i eleyy of the flow
Improvement of learning accuracy based on Sesame T
Full Packet supervised learning and generation of criteria )
suitable for customer environment Internal -> External Behavior
Quad MII‘IBI‘S © 2025 Quad Miners and/orits affiliates. All rights reserved 29
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Why Quad Miners NDR?

Next Generation Security Operation

Limitations of legacy security operation

Existing integrated log collection and analysis

Next Generation Security Operation
Using Network or Cloud Blackbox as NDR

Detection

Lack of Raw Packet analysis A

At 20:30 May 12, 2021, .
onMay Absence of analysis system Ee,@

it seems that a personis
staying in front of the door.

Response . Difficulty
Make sure there are LE%% defining & respondi_ng
no problems to all threat scenarios

Limitation of the scope P
of analysis LL@

Security SIEM Flow-based

Solution o NTA
Limited

Generate ComelteT prvide  INCident Log
Only

events Analysis visibility only

False Positives and Required additional

analysis with direct access to target devices

Quad Miners

Deep Packet
Inspection

=40

Rule-based
Threat Detection

=

Contents Extract
& Analysis

w]

N\ NETWORK
NN BLACKBOX

Supervised ML
based Detection

What, When,
Who, Where,
How

Detection/ Analysis

At 2021.05.12 20:30,
a thief is trying

to open the door.
Response

Send a guard and
catch the thief

[ )

7

Confident Evidences + Actionable Response




Where you can fine the Buyers

Standard cybersecurity solutions from global companies, domestic and foreign conglomerates, government agencies, and the

Ministry of Defense.

Information Institutions, Public Institutions, Financial Institutions, Large Enterprises, Global Institutions (42 clients)

National Defense (12) Financial Group (16) Public (19) Global / Enterprise (22)

<), Ministry of
I\~ National Defense

ROKMC

% Defense Acquisition
= N avy Program Administration

TITAER

ZOITHR|
A

%*folm*f%ﬁ

Iwysens

Agency for Defense Development

1

A

5
1
o

Quad Mlners o© 2023

Quad Miners and/or its affiliates. All rights reservec

NongHyup Bank

@ Shinhan Bank

O KDB Bank

KB Kookmin Card

';,’Hana Financial Group

‘:’;’KEB Hana Card

% Hana Capital

.
9 Hana Insurance

)

NATIONAL AGRICULTURAL
COOPERATIVE FEDERATION

MG Korean Federation of
Community Credit Cooperatives

KB Securities

‘c’)"KEB HanaBank

—:)'Hana Securities

".",’ ana Life

-t:fHanna Savings Bank

TS
[

Moo oo/ NOREAN NATIONAL POLICE AGENCY

=1 GRAC

-

GYEONGGI-DO

z2s e N =l Rl

KR] CT Gty

»

A
KSD * “etzojezma

&% GYEONGGI NAMBU
J  POLICE AGENCY

Q SIS e

’ I |E AR
W GYEONGGI-DO FIRE SERVICES

KEFE 2szrinry

D\Mgerzunza
<"

‘SEOUL HOSEQ DCCUPATIONAL COLLEGE
P
HF KOREA HOUSING-
FINANCE CORPORATION

Ano o
® srapepereny

yAc oo
%?ong:g!ﬂg ULLEUNG-GUN

e PR

BAS  KOICA- koo
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https://www.youtube.com/watch?v=BDN7P1jvTSE

Full Packet Data can but Metadata can’t

Capability

Full Packet Data Can

Metadata Can Not

Deep Packet

Analyze packet contents deeply through DPI to

Metadata provides information about the
structure and flow of network traffic but

Investigations

how it was executed, and determine what data
was accessed or exfiltrated.

Inspection |identify specific patterns or malicious . g
P .y P P doesn't include the actual content within the
(DPI) behaviors used by attackers.
packets.
Pavioad Examining the actual data within the packets, |Metadata doesn't contain the application data
An\;I sis such as application-layer content (e.g., HTTP  |being transmitted. Only full packet data allows
y requests, email contents, file transfers). for the inspection of the payload.
Reconstructing entire communication sessions
. 5 \ . Metadata can show when and where
Forensic to trace an attack's progression, understand

communication occurred, but it can't provide
the specific content of the communication.

Content
Filtering

Quad Mlners

Scanning specific content within the packet
payloads for keywords, patterns, or signatures
associated with threats (e.g., command-and-
control instructions, malicious scripts).

Metadata lacks the actual data content, so it
cannot filter or scan for specific words or
patterns within the transmitted data.
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